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Need for SysML Model Validation and Verification (V&V)

* Model Based Systems Engineering (MBSE) will not succeed without correct and complete
models.
* Consequences of incomplete or incorrect models
= [ntegration failures due to erroneous or incomplete model interface blocks,

* Violations of space weight or power constraints because of value properties leading in model
block definitions and instantiations

» Invalid analysis results because the model did not represent the system,

» [nability to perform acceptance testing because requirements were not traced properly traced to
the elements that satisfy them, and many others.

* Net result: cost overruns and delays — just as in programs using conventional systems
engineering practices.

* V&V methods should be integrated into programs using MBSE in order to avoid the same
or worse program impacts
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Model V&V is Governed by Requirements

* Types of requirements
— Project Specific requirements
* Correctness of requirements
* Completeness and accuracy of representation
* Accurate traceability of requirements to design and to verification methods

* Utility of produced artifacts (for development, management, design reviews, testing and verification, and
sustainment)

* Completeness and correctness of internal data, exports and imports
— Generic requirements

* Organization

* Ease of navigation and information retrieval

* Internal and External Documentation

* Descriptive names

* Complete diagrams

* Correct use of SysML




Model Requirements Catalog

1. General:
— Requirements for language (.e.g., SysML vs, UPDM)

— Incorporation of Government furnished profiles,
— Production of artifacts for model development, design reviews, testing and verification, and sustainment,

2. Requirements Diagrams and models: amount and level of details needed for system requirements (very
detailed requirements might be kept in a separate requirements management system)

3. Structural Model Elements and Diagrams: Requirements for the amount and level of detall for structural
content

4. Behavioral Model Elements and Diagrams: Requirements for the amount and level of detail for
behavioral content.

5. Model Data

6. Modeling of non-functional system attributes: Capacity and Response Time; Reliability, Maintainability,
Availability; Safety; Cybersecurity



SysML Model Requirements Model (SyMREM)

I

Requirements Catalog

th

«wCustom Requirements
General Requirements

«Custom Reguirements

Modeling of User Needs
and System Requirements

«Custom Reguirements

Structural Content
Requirements

wCustom Reguirements

Behavioral Content
Requirements

wCustom Reguirements
Model Data Requirements

Drill Down to detailed requirements

Implementation of Model Catalog within a SysML model
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Non-functional System
Attribute Requirements




Attributes for SysML Modeling Requirements

Attribute

Description

Name

Short name of the SysML model requirement

Requirements ID

Requirement label or number of the SysML model requirement

Requirements Text

The text of the of the SysML model requirement

Rationale*

Explanation and motivation of the SysML model requirement

Data to be Specified*

Additional data that must be supplied by the program

Verification Criterion*

The criterion (or criteria) which are used to determine whether the requirement
has been satisfied

Manual or
Automated* \Whether the requirement can be verified using an automated rule
Comment* Additional information on the applicability and priority of the requirement

*Customized fields for SyYMREM




Requirements Table Fragment

-3 | Mame Text | Id | Rationale Detail to be Specified Verification Criterion Manual or Automated
1 = E 1 General Requirements Heading 1
2 =] E 1.1 Model Development Requirements |Sub Heading L1

The model shall be captured using a fully supported
enttools  |based engineering {MBSE) tool which confarms to 1.1.3. |In order for the model to be maSpedfic tool Spedified tool can open model fAutomated
the modeling language of the model
The model shall conform to style and pattern
guidelines defined in the model development plan

SysML [MD_customization_for_SysML.mdzip]
3 = Lo

4 E 1.1.7. Conformance to Style Guide 1.1.7. [To enforce standards assodateModeling style guide Chedk for conformance with moPartial automation. Some items|”

The documentation attribute or property of each
model element shall contain text that provides
5 B 116 Descriptive Documentation |descriptive and purpose information about the 1,1.6. |Documentation is needed to exWhat information is to be indudGlossary or inspection of indivicPartial automation, Automated
maodel {induding all external referenced models)
model views, diagrams, elements, and outputs

The model shall be developed in accordance with

] B 1.1.5. Conformance with Model Dev the model development plan

1.1.5. |To ensure basic model integrityItems from DID or DD 1423 of 1Presence of spedified items froiManual

The model shall apply stereotypes from model
Stereotypes and Profiles sponsor furnished profiles wherever the model 1.1.2. |To ensure basic model integrityItems from DID or DD 1423 of {Presence of spedified items froiManual
uses related concepts

rJ

7 H i1z

The model shall be captured using in the modeling

3 E 1.1.1. Modeling Language language spadified by the program 1.1.1. |The model should not violate biValidation suite — definition of HMo violations detected (overlap Automated
. The model shall not contain high severity errors . | ) . L
9 E 1.1.4. Absence of critical errots detectable by automatic validation chedks 1.1.4. |The model should not violate biValidation suite — definition of HMo violations detected (overlap Automated
10 = E 1.3 Data Imports and Exports Sub Heading 1.3
The model shall automatically incorporate updates |,
11 E 1.3.3 Automatic Updating to all referenced external data. 1.3.3 [The SysML model may be used [Identification of referenced ex|{Demonstration of capacity to ulPartial automation. Verifying th'



Exported to MS Word Document

Requirements Catalog

1 General Requirements
Heading

TABLE OF CONTENTS

IMErOTUCHION ..ttt et ee ettt
Purpose . ...
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Overview ...

Requirements Catalog ...
1 General Requirements ...

1.1 Model Development Requirements. .
1.1.1. Modeling Language....................
1.1.2. Stereotypes and Profiles......
1.1.3. Model Development tools.....
1.1.4. Absence of critical errots............................
1.1.5. Conformance with Model Development Plan ...
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1.3.1 Data Exports .......cocooeveres
1.3.2 Data Imports......................
1.3.3 Automatic Updating............

1.4 Views and Exports ...
1.4.1. Model Development artifacts...
1.4.2. System Requirements DOCUMENT ...
1.4.3. Subsystem Design Document ...
1.4.4. Software Design Document ...
1.4.5 Verifiation, Validation, and Test Plans ...
148 Test ProCeaUIBS ..o ettt
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Figure 1.  General

Hyperlinks:
& General

1.1 Model Development Requirements
Sub Heading

1.1.1. Modeling Language

The model shall be captured using in the modeling language specified by the program

Source:
This work

1.1.2. Stereotypes and Profiles

The model shall apply stereotypes from model sponsor furnished profiles wherever the model uses
related concepts
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Manual v. Automated Model Verification

* Manual V&V

— Evaluation of model’s human meaning (semantics)
* Correctness of requirements allocation and verification
* Completeness of model representation
* Completeness and correctness of interfaces
* Correctness of documentation
* Correctness of value imports and exports

— Inspection and demonstration are the primary methods
* Test used for verification of quantitative results

* Automated V&V
— Evaluation of model’s conformance to language rules and modeling conventions
* Requirements traceability
* Structural and flow representations
* Behavioral representations
— Scripts are the primary method of verification
* Analogous to static analyzers for software
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Examples of Manually Verified Requirements

11

The model shall be organized in a consistent manner (e.g. by organization, by hierarchy, or by subsystem)
« Verified by inspection
« Rationale: large models are difficult or impossible to understand unless their organization is clearly understood
« Additional details to be specified in requirement: how model should be organized

The model shall include package diagrams that capture and describes the model organization
» Verified by inspection
» Rationale: package diagrams are the primary means of depicting model organization
» Additional details to be specified: how package diagrams should be organized

The model shall include diagrams that depict links and enable navigation to all diagrams and views
contained in the model

« Verified by demonstration
« Rationale: model navigation aids enable information to be found that might otherwise be missed
« Additional details to be specified: what navigation aids should be provided



Example of Automatically Verifiable Requirement
The model shall have a different target state for each state/transition pair on the state
machine diagram

Script language Refers to element being validated

[~

Edit Specifigation
Select language from the language list and specify body in g d&dicated editor.

@@

validate{ THIS) : boolean,
1l | transi

. » .
1sitiond=THIS Jyetoutgoing ()

Language instrictions

(8.4 Cancel Evaluation Mode

Setting Boolean output to determine if Method from MagicDraw API that
validation rule is violated or not allows access to element properties

12



Automated Validation Suite
146 Validation Rules written for Cameo Systems Modeler

tlement | ype: | Constrant SCope (ophonal): | ASrospace SysML VEy Hules Fiter: | wT

13

# | MName |  Constrained Element ‘ o errorMessage

9 {1 TRANSITIONSOURCE @ Transition Mo operation owns an output parameter typed by the signal {or its general dassifier) that triggers © »
10 {1} TRANSITIONTRIGGER @ Transition All transitions (except those exiting connection points or pseudostates) must have triggers.

11 {1 TRANSITIONTRIGGERFLOW @ Transition This transition is triggered by a signal but is not assodated with any item flows or flow sets.

12 {} TRIGGERFLOWMISMATCH @ Transition The signal triggering this transition is not conveyed on any related item flows or flow sets.

13 {1} CONTEXTPARTS ] system context [Class] System context blocks must own at least one part property,

14 {} STATE_MACHIME_ERROR_HAMDLING @ StateMachine The model shall have state charts that address error conditions and alternative paths.

15 {} STATEOWNER [ StateMachine State machines must be owned by blocks,

16 {} STMINTEGRITY @ StateMachine State machines may only call operations owned within their owning block's structural decomposition
17 {1} EVEMT_STATES [H] state The model shall have a new state for each state fevent pair on the state chart.

13 {} STATE_EMTRIES_AMD_EXITS [H] state The model shall have states with at least one entry and at least one exit.

19 {} STATE_MAMING [H] state States must have unigue names.

20 {} STATEDOCUMENTATION [H] state Al states must have documentation,

21 {} STATEMAME [ state States must be named.

22 {} STATEREACHABILITY [ state All states must have at least one incoming transition.

23 {} SUBMACHIMECOMMECTIOMS @ State States that are submachines must have all entry and exit points assodated with connection points.
24 i} SOFTWAREFUNCTION «» software [Class] This software element does not own any operations.

25 {1 SIGMALEVENTSIGMAL £ signalEvent Signal Events must have a signal defined.

26 {1 SIGMALDOCUMENTATION £ signal Al signals must have documentation.

27 {1 SIGMALMAME £ signal &l signals must be named,

28 {1 SENDIMCOMING @ SendSignalAction If incoming object flows to a Send Signal event are realized by an item flow or flow set, the signal c
29 {} SENDSIGMALMATCH @ SendSignalAction The signal sent by a send signal action must match the signal typing its input pin.

30 {1 SENDSIGMALPORTMATCH @ SendSignalAction The assigned and inferred ports using an item flow realization must match.

3 {} REQT_HIERARCHY (& Requirement [Class] Requirements should be in a hierarchy,

32 {} REQT_LINKS (&l Requirement [Class] Requirements must be in a satisfied relationship with another element or needs a derived relationst
33 {1} REQT_RATIOMALE (&l Requirement [Class] The rationale for all requirements shall be provided in the model using the document property of th

i}

A

REQT_SATISFY_VERIFY

(&l Requirement [Class]

= _ . -

All requirements have either (1) assocations to non-requirements or {2) SysML contain, derive refir

- . ' 1 N 1o . 1o e . v

>



ibd [ Communications Subsystem ] )

Spacecraft Subystem Interconnection

: RF Revr-Decoder cmd i

Check that all connections are through ports

gngatt:ggf& Command e,
» [:]: Low Rate Antenna [1..2] _i : Duplexer g& tim il

tim i'f

Telemetry

: LR Xmit Amplifier ¢ RF Xmit-Encoder : Communication SW |

Observation Data
—i : HR Xmit Amplifier E_ mission data if ‘

| 3 _: mission data i'f|

;—: PR Gim—bal_[o..1_] E | +Antenta Control Unit [0..1]
= | ii
|

structural ¥f thermal ¥f  pwrif
1 1 =
L L L

observation

dal cmd

:RF,

obserpgtion data
:RF

: High Rate Anenna

cmd&tim i'f l—

ibd [ Communications Subsystem ] )

Spacecraft Subystem Interconnection o: B Revr-Decoder g

L ] >
2 of many violations: o S i G
Element Connector Low Rate Antenna[1..2] 4= :Duplexer = & timif

- —
:LRXmit Amplifier |__

tim i

: RF Xmit-Encoder L M] Communication SW

Telemetry

Observation Data

ety High Rate Anenna | " i Xmit Amplifier |— |_ H]ﬁssbn data if
obserwgtion data A — mission data iff

L =

—r—r— pr—ar—a—

Antenna Gimbal [0..1]

structuralif. thermalif,  pwr iff

emd&tim i/f
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Typing of Value properties

par Analysis Context[ Mass and Delta-V Analysis ])

subject of analysis : Mission Context

:Mission Enterprise «constraint» aconstraint»
- :System Mass Analysis Model oa: Orbit Analysis Model

: Spacecraft-Physical

o5 «equal» e yaw slew s per year
o ] o

{
1
|
| {mass estimate = sum (selected component mass)} {
|

Error: “The model shall include

data type for all attributes and T T
proper.tiesﬂ ] «equaly

P =
required fuelu massl\_|
} «equal» @ Ep «constraints

: System Propulsion Analysis Model

Element: required delta-v

| {required fuel = (mass * exp(required delta v)/lsp*9.81) - mass}

|

I

I

T [ . 0

| L | @t required delta v : «equaly
I |

|

«weqyal»

7 equal»

‘ | mission life %
‘ max de-orbit time
| g

u
E] : Launch Vehicle [1..]

| required delte-v
«equal mission length _ I

«constraint»
dv :Delta-V Analysis Model  Y3% ‘r: per year
{}

=

|
T
|
| «equaly deorbit requirementfj

s,

|
| | o

inclination error | _wequaly inclination erroryr
‘ =1 ) L

‘s
8 ’ | drag factor

| - 5 o

insertion altitude : ] «equalb inserion a\DIudeD ]

{

‘ v Ll
| 2 _
____________ B~}
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Documentation of Model Elements

uc [ Mission Use Cases ]/l

S =
«stakeholder»
Forest Service

xs

Detect and Monitor
Forest Fires in US
and Canada

Element: Actor
(Operator)

«include»

Provide Forest
Fire Data in Near

X

«stakeholder»
Fire Department

Real Time

4
Operator

<<Stakeh1de »]

Archive Data
Reference: Monitor and
NEW SMAD Maintain Health &
pg 52 Safety of FireSat Il

/

Error: “All actors need
documentation.”
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Traceability between blocks and requirements

bdd [Package] Nesting a port w ithin another composite port|[ Port Types1 ])

«interfaceBlock» ;
LV Becrictal UF «interfaceBlock»
Cmd&TIm I/F
; . «block»
II ] ] Add a composite GndCmd&TIm I/F|
« &timi/f v pow er i association betw een S
Error: “All blocks Cmd&Tim IF and IF1
. J to nest the port
ithin this block.
representing system — , , | | within this bloc , —

«interfaceBlock» S1
components shall b_e / <
traceable to a requirement. —

Element: SysML Blocks

«block»
B1

cmd&TImiff : Jn‘d&TIIIj

b2 b3
«block» «block»
B2 B3
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Conclusions

* A necessary condition for MBSE and for Digital Engineering is that the models
are correct

* Model Requirements are necessary for model verification and validation (V&V)
— Model requirements and distinct from system requirements.

* V&V includes manual and automated methods

— Manual methods are primarily inspection and validation, and are necessary to validate model
requirements on aspects of the model that are interpreted by humans (natural language
content, model navigation, and model output)

— Automated methods can be used to check model syntax, relationships, and structure

* A catalog of candidate requirements and verification methods in both document
and model form will soon be available to assist in development of model
requirements
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Note about automated validation examples

® The diagrams on charts 14-17 are from the model accompanying the book entitled Architecting Spacecraft with
SysML (2017) written by S. Friedenthal and C. Oster. The authors contributed the model to the public domain under
a BSD-2 at license. It is available at http://www.sysml-models.com/spacecraft and was used for this work with their
permission

®* The model was intended to illustrate how a simplified MBSE methodology using SysML can be applied to architect a
system, but it was not intended to be comprehensive, complete, or rigorous. As a result, there are many gaps in
terms of missing elements, documentation, and other details which the validation rules detected. For example, only
selected requirements were flowed down from mission to component level to illustrate requirements traceability in
the model, and there are many other mission and system requirements that are not explicitly satisfied or verified. In
addition, many of the ports are left untyped, and the documentation fields are not provided for each model element.

®* However, the model is useful for demonstrating how the validation rules can be used to detect and ultimately
improve the completeness and rigor of the model, and ensure consistency with an organization’s modeling practices.

* We gratefully acknowledge both the effort and expertise that were invested in its creation and the generosity of the
authors in allowing its use for this purpose.
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